IMAMATKA
0 Mepax 1o npeaynpekaeHnio XHIeHHH IeHeKHbIX CPeACTB ¢ 0AaHKOBCKUX
CUETOB, NPH HCNOJbL30BAHNH OAHKOBCKHX KapT.

Ha teppuropun Kupenckoro paitona HabmomaeTcss pocT 4ucia NpecTyIUIEHUH,
CBS3aHHBIX C XHIEHHEM JEHEKHBIX CPEICTB ¢ OAHKOBCKHUX CUETOB I'Pask/IaH.

Tak, B nepuox co Broporo momyroaus 2022 rogma mo 01 wmionss 2023 rona
COTPYAHMKAMH MPABOOXPAHHTE/BHBIX OpPraHos Ha Tepputopun KupeHckoro panona
BO30YXIEHO CBbIIE 19 yroNoOBHBIX A€ MO (aKTaM XHILEHHS JACHEKHBIX CPEACTB C
GAHKOBCKIX CUCTOB Ipa/aH, oOumil yuep6 mo koropsiM coctapui cppime 5 000 000
pyOuieH.

MOIIEHHHKH NPH COBEPIICHNN TPECTYIUIEHHH, UCIOMB3YIOT CIICAYIOIME MOTHEDI
— BeCOKONCTRO 3a GIH3KMX M 3HAKOMBIX, 6ECIIOKORCTBO 32 CBOM GaHKOBCKHM CHET WJIH
GaHKOBCKYIO KapTy, XeJJaHHe BRIUTPaTh KPYIHBIA JEHEeKHBIN IIPU3 U T.1I.

BapHaHTOB COBEPIIEHHS MOUICHHMYECKUX JEHCTBUH JOCTATOYHO MHOTO,
[OCTOSHHO TOSBISIOTCS HOBBlE — OTO TeNe(OHHBIH 3BOHOK COTpYAHHMKaM OaHKa,
OTEHLMATBHOTO « TOKYMATEI ¢ MPeII0KEHHEM IPOHTH K GivpkaiieMy OaHKOMaTy H
COBEPIINTH MAHHMITYJIALMU ¢ GAHKOBCKOM KapTo BO M30exkaHHUe KaKUX 1100 HETaTUBHBIX
MOCNIEACTBHH H T.J.

HauGolee MOMyJspHBIE CMOCOOB MOIICHHHYECTBA C 0aHKOBCKMMU KapTaMH: -
CMC coobmenns wid Tede(OHHBIH 3BOHOK O OIOKHPOBKE OaHKOBCKOHM KapThl HIIM
HECAHKLIMOHMPOBAHHOM CIIMCAHWU JCHEXHBIX CPEJCTB CO CYeTa H T.II, C TpeOOBaHHEM
TepeiTH 1O CCBUIKE, IEPE3BOHUTH II0 yKa3aHHBIM TenedoHy HIA COOOIMTH HAHHBIE
0aHKOBCKOM KapTEI
- TenedOHHBIN 3BOHOK «PabOTHHKA CIlyKOBI 6€3011aCHOCTH 6aHKa» ¢ 00€CIIOKOEHHOCTEIO
TeM, 9TO C BAlIero CYeTa COBEPUICH TOJ03PUTCIBHEIM JECHEXHEIN TEpEeBO] Ha aJpec
OIpE/IENIEHHOTO YEIOBEKa M /Ul COXPAHCHHUA JCHEXHBIX CPE/CTB, JDKEpabOTHUKY OaHKa
HEOBXOIMMO COBEpIUHTH KaKHe TO AEHCTBHA, @ U 9TOTO eMy HEoOXomuMOo c000IIUTH
JIaHHBIE CBOE OAHKOBCKOM KapThI.

CoTpyAHMKH GaHKa HHKOI/IA N0 TexedOHY MM B 3JI€KTPOHHOM MHCbME HE

3anpalInBaloT: _

NepcoHAIBHBIE CBEEHHs (CepHs K HOMEp MAaclopTa, aipec PErMCTpaliy, HMs U
damMuTus BIIaJeNbIa KapThl);

PEKBU3UTHI U CPOK JIeHCTBHS KapThl;

mapomu win Kogel #3 CMC-cooGeHni s TOATBEPKACHHA (HHAHCOBBIX
ornepanyi UiIx UX OTMEHBI;

noruH, ITMH- kon u CVV —koxn GaHKOBCKHX KapT.

CoTpyIHNKH 0aHKA TaKyKe He NPeAIaraioT: .
, YCTaHOBUTH NPOrPaMMBI Y/[AJICHHOTO J0CTyTIa (MM CTOPOHHHE TIPHIIOXKEHHS) Ha
MOGWIBHOE YCTPOWCTBO M pa3pelinTh TNOAKIIOYCHHE K HHM TION  IpEMIOroM
TeXHNYECKOM MOoAAEepKKH (HanpuMmep, yaaleHue BUpyCoB C YCTpOMCTBA);
nepeiity 10 ccplike 13 CMC-coo0Lenns;
BKJIIOYMTH TIEpPEaipecalyio Ha TenedoHe K IMEHTAa JUli COBEPIICHMA B
" janpHeiiIeM 3BOHKA OT €ro MMEHH B OaHK;
MOJ MX PYKOBOACTBOM IEPEBECTH JUIA COXPaHHOCTH JIEHEXHBIC CPCACTBA Ha
«3alUIIECHHBIA CYETY; .
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3aiiTH B OHJIAiH-KaOMHET IO CCHUIKE M3 CMC-co0o01IeHUS HIN MeKTPOHHom
IHChMa,

[Mpn  MCnoJbL30BAHNN _MoGMILHOro Tenaedona cobironaiire CIeNYIomue
npaBmJja:

TIPH yCTaHOBKE MPUIOXKEHHH obpalaiiTe BHUMaHUE Ha MOJHOMOYHS, KOTOpkIe
OHH 3ampamuBaloT. byapTe 0COOEHHO OCTOPONKHBI, E€CIHN MPUII0KEHUE NIPOCHUT NIPaBa Ha
YTEHHE a[PECHOI KHUTH, oTnpaBky CMC-coobmeHnit 1 JocTym K ceTi «MHTepHeT;

OTKJIIOYHTE B HACTPOMKaX BO3MOXKHOCTb HCIIOJIb30BaHMSA  TOJIOCOBOro
YTIPaBJICHUS MPH 3a0JI0KUPOBAHHOM KpaHe.

[pumenss cepsuckl CMC-6anka, cBepsite pexkBH3uUTHI omepaiuun B CMC
cooOIIEHNH ¢ ONHOpa30BBLIM MapojieM OT o¢uImaTbHOro Homepa Oanka. Ecmu
PEKBH3UTHI HE COBIATAIOT, TO TAKOH Mapojb BBOAUTH HEIB3.

BaHK MOXET MHHIMUPOBATH OOLICHUE C KIMEHTOM TOJIBKO UL KOHCYJIbTallUi
M0 TPOAYKTaM M YCIOyraM KpeOuTHO-(puHaHCOBOro ydpexaeHus. [Ipu aTom 3BoHKH
COBEPIAIOTCSI C HOMEPOB, YKa3aHHBIX Ha 00OPOTHOW CTOpOHE KapThl, HA calTe OaHKa

WIH B ODHUTMHAJIBHBIX OAHKOBCKHMX AOKyMEHTaX. IHple HOMEpa HE MMEIT HHKAaKOIro
OTHOLLIEHMUs K OaHKY. :

CrnemyeT WCHONB30BaTh TOJNBKO HAACKHBIE OQHUIMAIBHBIE KaHaJIbl CBSA3U C
KPEINTHO-()MHAHCOBEIM YUpexaeHUueM. B yacTHocTH, GopMy 00paTHOM CBSA3U Ha CaiiTe
0aHKa, OHJIAWH-TIPUIIOKEHHS, Tele)OoHBI TOpsAYeH JMHWUH, TPYIIBl WIA 49aT OOTHI B
MecCCeH/DKepax (€ciIM TaKOBble HMEKTCS), a Takke OQHUIHaIbHBIE OaHKOBCKUE
IIPHJIOXKEHMs U3 MarasuHoB App Store, Google Tay, MicrosoR Store,

Heo0X01MMO0 VYHTBHIBATDH, YTO JAepP:KATEJb KapThl 00513aH CAMOCTOSITEJIHLHO
o0ecnmeYyuTh KOHOHIECHINAJIBHOCTH €€ PEKBU3NTOB 1 B 3TOi CBA3H M30€raTh:

- IOAKITIOYEHUs K obmenoctynsbM cetsim Wi-Fi;

- ucnionb3oBanus [IMH-kona nnu CVV-kozna npu 3aka3e TOBapoOB M yCIYT 4Epe3
ceTh «MIHTEpHET», a Takke 1o TenedoHy (dpakcy); :

- COOOIICHHUS KOJOB TPETHUM IMIaM (B NMPOTHBHOM Cilydyae JIOOBIE ONEpalyH,
CoBeplleHHEle ¢ ucmoms3oBaHneM [IMH-koma wm  CVV-koma, CYMTarOTCA
BBIIOJHEHHBIMM CaMHM AEpiKaTelIeM KapThl U HE MOTYT ObITH ONIPOTECTOBAHBI).

[Ipn oruiate ycayr kaproil B cetH «MHTepHEeT» (0COOEHHO IpH TpPHBS3KE K
perynspueiM IliatexxaM WiIM akkayHTaM) TpeOyeTcs BCErJa YYHMTHIBATh BBICOKYIO
BEPOATHOCTh II€peXoa Ha NOANCNbHBIM CAaWT, CO3NAHHBIA MOIICHHUKAMH s
KOMIIPOMETAINY  KIMEHTCKMX NAHHBIX, BKIIOYas IUIATEKHbIC KApTOYHBIE JAHHBIE.
[To3TOMy HEOGXOAMMO HCIIOJIB30BaHUS TOJIHKO MPOBEPEHHBIX CAWTOB, BHUMATENHHOIO
npourenuss TekcToB CMC-cooOleHnii ¢ KOJaMU . NOATBEPKACHHUH, NPOBEPKH
PEKBU3UTOB onepanuu. Jisi MUHUMM3ALMH BO3MOXHBIX XHMIIEHWH NPH IPOBEACHUH
omepanMi C HUCmonb30BaHUEM ceTH «MHTEpHET» PEKOMEHIYETCs oopMuUTH
BUPTYaIbHYI0 KapTy C YCTaHOBICHMEM pa3Mepa WHIMBHAYalbHOro JHMMHTA,
OrpaHMYMBAIOLIETO ONEpallMyd JUIAl JaHHOTO BHAA KapTel, B TOM 4HCIC C
FICIIOJIb30BAHUEM JIpYTUX OaHKOBCKMX KapT, BRIMYIICHHBIX HAa UMs AEPXKATEIA KapThl.

Korma 6aHK cuMTaeT MOJO3PUTENEHBIMU ONEPAIMi, KOTOPbIe COBEPIIAIOTCA OT
YIMEHH KJIMEHTa, OH MOXET II0 CBOEH MHUIMATUBE BPEMEHHO 3a0I0KHpOBATh JOCTYII K
cepercam CMC-6anka M oHnaiiH-kabuHeTa. Ecin ornepanuu COBEPIIEHbI ACPKATEIM
KapThl, 11 GBICTPOro BO30OHOBJIEHHMs [JOCTyNa K ACHEXKHBIM CPEICTBaM AOCTATOMHO
I03BOHHTH B KOHTAKTHBIH LIEHTp OaHKa.

()




‘B ciyuae cmen HOMepa MoGHIIbHOTO Teneona wm e
0aHKOM 11 oTKMOYeHHy 1 Groxuposknu Aoctyna k CMC-6anky u 3a6JI0KHUpYiiTe cuM- |
KapTy, obpaTuBIMCE K COTOBOMY onepatopy. : '

[Ipn BOSHUKHOBEHMH Maneimmx NoA03peHmit HAacueT MpeAnpUHUMAEMBIX"

TOTIBITOK  COBEpIIEHHS Mowennnyeckux AeHCTBUI  cnenyer HE3aMeVTUTENLHO
YBEHOMILITE 06 3ToM|BgHK: . '
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